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The Department of Consumer 
Protection Mission 

”The Department of Consumer 
Protection is responsible for policing the 
marketplace and protecting citizens from 
injury or financial loss that could occur 
because of unsafe or fraudulent 
products and services sold in 
Connecticut.”
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Presentation Overview

 What is identity theft?
 How does identity theft happen?
 What can you do?

 Deter
 Detect
 Defend

 Where can you learn more?
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Identity theft is a crime on the rise

 CT ranked 16th of all states in number of ID 
theft complaints in 2009

 76 complaints per 100,000 people

 Total of 2,682 in 2009, up from 2008

 Accounts for 21% of all consumer 
complaints nationwide and in Connecticut
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Crime goes where the money is.

Today, the money is in information & data.

 Names & Addresses
 Dates of Birth
 Social Security Numbers
 Credit Card Numbers
 PINs & Passwords
 Other Pieces of Data
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From a criminal viewpoint, identity theft offers 
an excellent opportunity.

 It’s easy to do.  

 It’s difficult to track. 

 There’s a great chance to quickly     
make a great deal of money.
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“A fraud that is committed or attempted, 
using a person’s identifying 
information without authority.”

 It occurs when someone steals your personal 
information – e.g., credit card or Social Security 
number – and uses it fraudulently

 It can cost you time and money

 It can destroy your credit and ruin your good      
name

What is identity theft?
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How does identity theft happen?

 Go through your trash or “dumpster dive”

 Steal your wallet or purse

 Steal your mail or submit a change of address form for your 
mail

 Use “phishing” or fake emails to get you to provide personal 
information

 Look over your shoulder, eavesdrop, or photograph you when 
you’re communicating personal information

 Steal personnel records from their employers

Thieves may:
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Breeder documents

 Social Security Card
 Driver’s License
 Birth Certificate
 Passport

These documents spawn other documents of identification, resulting 
in the creation of a credible identity, exploited by the criminal.



10 STATE OF CONNECTICUT
DEPARTMENT OF CONSUMER PROTECTION

 Swipe or Skim– data recorder device used on credit cards 
and ATM cards.

 Phishing – fake emails that appear to come from 
legitimate financial organizations or online retailers.

 Pharming – misdirecting consumers from legitimate 
business web pages to fraudulent sites.

 Keystroke Logger – software that permits an attacker to 
record keystrokes and upload information elsewhere.

Some technologies of identity theft
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Tools

A skimmer

Left:  A normal-looking 
ATM machine

Below: Thieves installed 
a hidden camera in the 
literature display rack
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A sample “phishing” message
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A legitimate site
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 Family Member – identity data is misused by relative.

 Trusted Insider – information stolen by an employee or other 
participant in a transaction/service.

 Pretexting – a thief, armed with just a bit of information, pretends to 
be the account holder, and bluffs their way to account access.

 419 Scam – similar to pretexting, but the thief now pretends to be an 
agent of an organization, and requests personal information from an 
account holder.

“Known” thieves
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DETER identity thieves by safeguarding 
your information

DETECT suspicious activity by routinely 
monitoring your financial accounts and 
billing statements

DEFEND against identity theft as soon as 
you suspect a problem

What can you do?
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Deter by safeguarding your data

 Carry only the identification you need
 Leave passports, birth certificates, social security cards, personal 

identification numbers, and passwords in a safe, secured place.

 Don’t give out personal information unless you are SURE who 
you’re dealing with
 Never give personal information over the telephone or internet, 

unless you initiate the contact.

 Keep your information secure
 Never release your PIN (personal identification number) or 

password.
 Don’t use obvious or common passwords
 Change your passwords frequently

 Find out how the information you provide to legitimate companies will 
be used and who will have access to it.
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Deter by safeguarding your data

 Mind Your Mail & Trash
 Shred all personal documents before discarding in trash.

 Bring trash to the curbside just before pickup, not overnight 

 Take outgoing mail to the Post Office.

 Promptly pick up your mail once delivered to your mailbox.

 Have your mail held at the Post Office when on vacation.

 Get off solicitation lists.
 “Opt out” of receiving unsolicited credit offers in the mail by: 

 Calling 1-888-5-OPTOUT  (567-8688) for more information.

 Contacting the three National Credit Bureaus and asking about their  
“OPT OUT” plan.
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Detect by routinely monitoring your 
accounts
Be alert

 Notice if mail or bills don’t arrive
 Denials of credit for no reason

Inspect your credit report
 Law entitles you to one free report a year from each  

nationwide credit reporting agency if you ask for it
 Online:  www.AnnualCreditReport.com; 
 by phone: 1-877-322-8228; 
 by mail: Annual Credit Report Request Service, P.O. Box 

105281, Atlanta, GA 30348-5281

Inspect your financial statements
 Look for charges you didn’t make
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Defend against identity theft as soon as 
you believe there is a problem.
 Immediately place a 90 day “Fraud Alert” on your credit 

reports by calling one of the three nationwide credit reporting 
companies: 

 Equifax: 1-800-525-6285
 Experian: 1-888-397-3742
 TransUnion: 1-800-680-7289

This alerts creditors to contact you before any new accounts are 
opened in your name. Protects against immediate ID thefts.

 You will be sent your credit reports. Review carefully, looking 
for fraudulent new accounts, or accounts that have been 
tampered with. 

 Close any account that has been tampered with or opened 
fraudulently.



23 STATE OF CONNECTICUT
DEPARTMENT OF CONSUMER PROTECTION

Defend against identity theft as soon as 
you believe there is a problem.

Within two weeks of discovering a theft:

 File a Complaint with the Federal Trade Commission

 File a police report and keep a written record of your 
report.

 Include a witnessed ID theft Affidavit.

 The FTC Complaint, ID Theft Affidavit and police report 
create your “ID theft report,” which you use to dispute 
charges or new accounts.
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Where can you learn more?

FTC Website: www.ftc.org

Privacy Rights: www.privacyrights.org/identity

National Consumers’ League:
http://www.nclnet.org/privacy

DCP Website: www.ct.gov/dcp


